HudopMannonHas naMsATKAa 11 00ydaromuxcs’

C KaxIbIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBHUTHCS OOJIBINE, a MIKOJLHUKU OJHH U3 CaAMBIX
aKTUBHBIX IOJIb30Barenel PyHera. Mexay TeM, IMOMMMO OIPOMHOIO KOJMYECTBA BO3MOXKHOCTEM,
WHTEPHET HECEeT U MPoOJIeMbl. DTa MamsTKa JOJDKHA TOMOYh TeOe 0€30MacHO HaXOJUThCS B CETH.

KoMnbroTepHbie BUPYCHI

KomnbroTepHsiii BHpYC - 3TO Pa3sHOBUIAHOCTh KOMIIBIOTEPHBIX MPOTPAMM, OTIUYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBJISETCSI CIOCOOHOCTh K Pa3MHOKEHHIO. B J0MONMHEHHE K 3TOMY, BHPYCHI
MOTYT TIOBPEIWUTh WM IIOJIHOCTHIO YHUYTOXHUTh BCE (Qailiel W JaHHBIC, ITOJAKOHTPOJBHBIC
I10JIb30BATENI0, OT UMEHU KOTOPOro Oblia 3alylieHa 3apakeHHas IporpaMMa, a TaKkKe NOBPEIUTh WIn
Jake YHUYTOXHTH OTEPAIIMOHHYIO CUCTEMY CO BceMH (paiimamu B menoM. B OospmmHCTBE CitydaeB
pacpoCTPaHSIOTCSl BUPYCHI Yepe3 HHTEPHET.

MeTop!l 3alIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Mcnosib3yii COBpEMEHHBIE ONEPALIMOHHBIE CHCTEMBI, UMEIOLIINE CEPHE3HBIN YPOBEHB 3AIUTHI OT
BPEIOHOCHBIX TIPOTPAMM;

2. llocrossHHO ycTaHaBiMBal mnauTd (UMQPOBBIE 3aMJIATKH, KOTOPbIE aBTOMATUYECKU
YCTaHaBIMBAIOTCA C LIETIbI0 J0PaOOTKH MPOrpaMMbl) U JIpyrue OOHOBJIEHHS CBOEH OlepalrOHHON
cucteMmbl. CkaunBail UX TOJIBKO ¢ opunuanbHOrO caifta paspadorurika OC. Ecnu cymecTByer pexum
ABTOMATHYECKOTO OOHOBJICHHUS, BKITIOYH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE MO/ MpaBaMU MOJIb30BATENs, a HE aJJMUHHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIITUHCTBY BPEAOHOCHBIX MPOTPAMM HHCTALIAPOBATHCS HA TBOEM IMEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcrnonb3yll aHTUBHPYCHBIE IPOTPaMMHBIE MPOAYKTHI HW3BECTHBIX NPOU3BOJMUTENECH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NYECKUNA TOCTYI K KOMIBIOTEPY JIJIs1 TOCTOPOHHUX JIUIL;

6. Hcmonp3yil BHENIHHWE HOCHTENW WHPOPMAIMK, Takhe Kak (iermka, AUCK wid (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIE (DAIIbI, TIOJIYYCHHBIC U3 HEHAAC)KHBIX MCTOYHHMKOB. [laxe Te
(hbaiiTel, KOTOPBIE MIPUCIIAN TBOW 3HAKOMBIN. JIydille yTO4HHM Y HETO, OTIPABJISII I OH TeOe uX.

Cern WI-FI

Wi-Fi - 3T0 He BuJ mepeaun JaHHBIX, HE TEXHOJOTHs, a BCETo JuIb Oper 1, mapka. Emie B 1991
rojy HUepiaaHAcKas koMmnaHus 3apeructpupoBaia opera "WECA", uro 0603Hauano cioBOCOYCTaHUE
"Wireless Fidelity", koTopblii mepeBOAUTCS KakK "OeCpOBOIHAS TOYHOCTH".

Jlo Hamiero BpeMeHH Joluia Japyras abOpeBuaTypa, KOTopas sIBJISETCS TaKOM K€ TEXHOJIOTHEH.
Ot1o abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JAaHO C HAMEKOM Ha CTAHIAPT BBICIICH 3BYKOBOM
texHuku Hi-Fi, uro B mepeBoje o3HavaeT "BhICOKast TOUHOCTH".

Jla, OecmiaTHBIA HMHTEPHET-IOCTYNl B Kade, OTeNIX W adpomoprax SBISETCS OTIMYHOU
BO3MOXHOCTBIO BBIXOJIa B UHTepHET. HO MHOTHE SKCIEepThI CUMTAIOT, 4To o0mmenocrymnubie Wi-Fi cetu
HE SBISIOTCS O€30MaCHBIMH.

CoBeTbl 110 0€30MaCHOCTH pabOThI B 00MIeI0CTYMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoto nmuunyto nHdopmanuio yepes oomenoctynusie Wi-Ficetn. Paboras B HUX,
JKeJlaTeIbHO HE BBOJUTH MAPOJIH JOCTYIA, JIOTHHBI M KaKue-TO HOMEPA;

2. Hcnone3yil u OOHOBISII aHTHUBUPYCHBIE MpOTpaMMbl M OpaHamayep. Tem caMbIM Tl
obe3omacuib cedst OT 3aKayKu BUpYca Ha TBOE YCTPOICTBO;

3. Ipu ucnonwszoBanuu Wi-Fi otkmoun ¢ynkuuio "OO0mumii noctyn k ¢aitnam u npuntepam'.
JanHast QyHKIHMS 3aKpbITa MO YMOJYAHUIO, OJTHAKO HEKOTOpPHIE MOJIh30BATEN AKTUBUPYIOT €€ s
y1o0cTBa UCIIONIB30BaHMsI B paboTe uiu ydyede;

! TlamaTka paspaboTaHa B COOTBETCTBHM ¢ MeTOMMYECKMMH PEKOMEHIAIMAMH MUHHMCTEpCTBA 06pa30BaHUs U
Hayku Poccuiickoit @enepammu «O pazmenieHnH Ha HHOPMAIIMOHHBIX CTEHIaxX, OQUIMANbHBIX HHTEPHET-CAlTaxX U APYTruX
nH(pOpMaNMOHHBIX pecypcax 00IeoOpa3oBaTENbHBIX OPTraHW3aIMH M OPTaHOB, OCYIIECTBIISIOMINX YNpaBIEeHHE B cdepe
obpazoBanust, ”HOOPMALMH 0 6E30MTaCHOM TIOBEICHUH U HCIIONb30BaHNH ceTh «VIHTepHEeT»».



4. He ucnoup3yit nyonnunsiii WI-FI s nepenaum nudHbIX JaHHBIX, HAlIpUMEp AJIs BbIXOJA B
COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO OYTY;

5. Ucnone3yii Tonbko 3amuiiennoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
anpeca BBou umeHHO "https://";

6. B mobunsHOM Tenedone otkmoun (ynkmnuio "Tlonkmouenue k Wi-Fi aBromarudecku". He
JOITyCKaii aBTOMATHYECKOTO MOJIKITI0UEHHs yeTporcTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTH

ConuanbHple CETH AaKTMBHO BXOJST B Hallly >KM3Hb, MHOTHE JIIOAU PabOTAIOT U KHUBYT TaM
MOCTOSIHHO, a B Facebook yxxe 3aperucTpupoBan MULTHAP/] YEITOBEK, YTO SBJSIETCS OJHOM CEABMOI BCeX
XKUTeJIeH IIaHeTbl. MHOTHE I0JIb30BATEIN HE MOHUMAIOT, YTO MH(pOpMAaIMs, pa3MeElleHHas UMHU B
COLIMAJIBHBIX CETAX, MOKET OBITh Hall/IeHa U UCII0JIb30BaHA KEM YIOJTHO, B TOM YMCJIE HE 0053aTeIbHO C
OJaruMy HaMepeHUsIMHU.

OCHOBHBIE COBETHI 110 O€30MAaCHOCTH B COLIMATIBHBIX CETAX:

1. Orpannup cnucok Apy3ei. Y TeOs B Ipy3bsiX HE JOJDKHO OBITh CIy4ailHBIX U HE3HAKOMBIX
JTIOIEH

2. 3amuinaid cBOKO YacTHYIO KHM3Hb. He ykasbiBail mapoiin, TenedoHsbl, agpeca, JaTy TBOETo
POXKJEHUS M JIpYI'yl0 JMYHYIO HHGOpManuio. 3JIOYMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JlaXe
nH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIBI;

3. 3ammuinai CBOIO permyTaIuio - AEP>KU €€ B YUCTOTE U 3a7aBail cebe BOIPOC: XOTeN ObI ThI, YTOOBI
Jpyrue Mojb30BaTelld BUJIENH, UYTO Thl 3arpyxaemb? [loxymail, nmpexnae yem 4To-TO ONMyOIMKOBATh,
HamucaTh 1 3arpy3uTh;

4. Ecnu TBI TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HACIIb, HE HCIOJIB3YH CBOE pPEAIbHOE UMS U
JPYryIo JIUYHYI0 HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U Mpoyee;

5. U3beraii pasmemnienus dotorpaduit B MHTEpHETE, TAe ThI M300pa)kK€H HAa MECTHOCTH, TIO
KOTOPOH MOXHO OIPENEIUTh TBOE MECTOIOJIOKEHNUE;

6. Ilpm peructpanmyu B CONHAIBHOW CETH HEOOXOJAMMO HCIIOJIB30BATh CIIOKHBIC MapOJIH,
cocTosmue u3 OykB v UG U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

7. st conuanbHOM CETH, TIOUYTHI U IPYTUX CAUTOB HEOOXOAMMO HCIIOJIH30BaTh Pa3HBIC MAPOJIH.
Torna ecnu Te€6s1 B3I0MAKOT, TO 3I0YMBIIUIEHHUKH MOJY4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO
BCE cpasy.

JIeKTPOHHBbIE 1eHbIH

DJNEeKTPOHHBIE IEHBI - 3TO OYEHb YI00HBIN c110co0 I1aTeXel, 0THAKO CYLIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTAT MOJIYYUTh 3TH JICHbIU.

OJNEeKTpOHHBIE JEHbIM NOSBUINCH COBCEM HEIABHO M HMMEHHO M3-3a 3TOI0 BO MHOTHUX
rocyJapcTBax /10 CUX IOpP He MPOIUCAHO NP0 HUX B 3aKOHAX.

B Poccun e oHU (YHKIMOHHUPYIOT M O HUX YK€ IPOIMCAHO B 3aKOHE, IJIe X Pa3JeisatoT Ha
HECKOJIbKO BUJIOB - aHOHUMHbBIE M HE aHOHUMHbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPbIX
paspeliaercss IMPOBOAUTH oOmepaluu 0e3 MICHTU(UKAUU [OJb30BaTes, a B HEAHOHUMHBIX
UACHTU(DUKALMS [10JIb30BATENS SBJIAETCS 003aTeIbHOM.

Taxoke cienyeT pa3nuyaTh NEKTPOHHbIE (PUATHBIE I€HBIU (PABHBI TOCYIaPCTBEHHBIM BAJIIOTAM)
U 3JIEKTPOHHbIE He(UaTHbIE IEHbI'M (HE paBHbBI TOCYIapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ MEKTPOHHBIMU JICHbIraMHU:

1. IlpuBsxu K cueTy MOOWIBHBIN TenedoH. DTO caMmblii yAOOHBIM U OBICTPBIM crOCOO
BOCCTAHOBMTB JIOCTYN K cuery. [IpuBsizaHHbIN TenedoH MOMOKET, eciau 3a0yaenib CBOM MiiaTexHbIH
IIapoJIb WIN 3alJI€IIb HA CAlT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnons3yit ogaopaszoBbie napou. [locne nepexoia Ha yCUIICHHYIO aBTOPHU3AlMIO Tebe yKe He
OyzeT yrposkaTh ONaCHOCTb Kpa)ky WJIM MepexBaTa IJIaTeXHOTo MapoJs;

3. BeiOepu cnoxHblii maposb. [IpectynHukam OyneT HE MPOCTO YragaTh CIOXKHBIM MapoJib.
HanexHble maposu - 3To0 napoJiv, KOTOpbIe CoJIepkKaT He MeHee 8 3HAKOB M BKIIIOYAIOT B ce€0sl CTPOUHBIE
U TpomHCHblE OYKBBI, HM(PHI W HECKOJHKO CHMBOJIOB, TaKM€ KakK 3HaK jojuiapa, (QyHTa,
BOCKJIMIIATENIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JINYHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE J10BEPSIEILb.



DJIEKTPOHHAsI N0YTA

DNEeKTpOHHAas MOYTa - 3TO TEXHOJIOTHSI U IPENOCTAaBIISIEMbIE €10 YCIYrM IO IEPECBUIKE U
MOJIyYCHHUIO IIEKTPOHHBIX COOOIICHUH, KOTOPbIE PAacHpenesssioTcsl B KOMIBbIOTEpHOH ceTH. OOBIYHO
AIIEKTPOHHBINA MOYTOBBIN SIIMK BBIVIAJUT CIEAYIOIIMM 00pa3oM: MMs_IOJb30BATEISI(@HUMS_JIOMEHA.
Taxoke KpoMe mepenadn MpoCcTOro TeKCTa, UMEETCsl BO3MOXKHOCTH IepeaaBarh (haibl.

OCHOBHBIE COBETHI 110 OE301TaCHO# paboTe C IIMEKTPOHHON MOYTOM:

1. Hano BbIOpaTh NpaBWIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE €CTb OrpOMHBIA BBIOOP
OecIulaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle JOBEPATh TE€M, KOTO 3HACNIb, U KTO NEpPBBIA B
pEUTHHrE;

2. He ykaspiBaii B JM4YHOW mouTe IU4YHY0 uHGpopManmio. Hampumep, mydme BbIOpaTh
"My3bIKaIbHBIN _(haHaT@" wiu "pok2013" BMecTo "Temal3";

3. Hcnonp3yil IByX3TamHyK aBTOPU3AIMIO. DTO KOrJa MOMHMO MapoJis HYKHO BBOJIUTH KOJ,
npucblIaeMblil o SMS;

4. Boe1bepu CIOKHBIN Tapoiib. JIJIsi KaXI0TO MOYTOBOTO SIIIMKA JOJHKEH OBITh CBOM HAJEXKHBIMH,
YCTOMYHMBBIN K B3JIOMY [1apOJIb;

5. Eciam ectb BO3MOHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJB3YH OTYy
BO3MOYHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIUKOB. [IepBbIi [UIsl 4aCTHOM MEPENUCKH C aJpecaTamy,
KOTOpPBIM Thl JIOBEpsAEUIb. DTO AJIEKTPOHHBIN aJpec He HaJl0 HCIOJIb30BaTh MPH PErucTpalvy Ha
dbopymax u caiftax;

7. He oTkphIBaii ¢ailsibl U Apyrue BI0KEHUS B MUCbMaX, AK€ €CJIM OHU MPUIILITN OT TBOUX JpYy3eil.
Jlydiie yTOYHM y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (paiiibl;

8. Ilocne oxoHYaHUs pabOTHI HA MOYTOBOM CEPBHUCE IEpe] 3aKPhITHEM BKIAIKU C CAalTOM He
320y HaXkaTh Ha "BeidTu".

Ku0epOysinHT MM BUPTYaJibHOE U3/1€BaTe/IbCTBO

KubepOynnuHr - mnpecienoBaHue COOOIICHUSMH, COJEP)KAIIUMH OCKOPOJICHHS, arpeccuio,
3alyTMBaHue; XYJIUTAHCTBO; COIMAlIbHOE OONKOTHUPOBAaHHUE C TMOMOINBIO PA3IWYHBIX HHTEPHET-
CEPBUCOB.

OcCHOBHBIE COBETHI 10 OOPHOE C KHOEPOYIITUHTOM:

1. He Opocaiics B 601. JIyumuii crioco0: MOCOBETOBATHCS KaK ce0s1 BECTH U, €CJIU HET TOTO, K KOMY
MO>XHO OOpaTHThCsS, TO BHayalle YCIIOKOWUThCA. Eciii Thl HauHelb OTBEYaTh OCKOPOJIEHUSMHU Ha
OCKOpOJIEHUS, TO TOJBKO e1lle O0JIblIe Pa30AIKelb KOHDIHUKT;

2. YrpaBiisiii cBoei KuOeppenyTaiuei;

3. AHOHUMHOCTH B ceTu MHHUMasl. CyIIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 AaHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTu XYJIUTaHCKUN 0Opa3 BUPTyalnbHOW >ku3HU. MIHTEpHET QuKCHpyeT BCe TBOU
NEUCTBUS U COXpaHSIeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTEIbHO;

5. CoGumro1aii cBOIO BUPTYAJIbHYIO YECTh CMOJIOJLY;

6. Urnopupyil enuHuuHbId HeraTuB. OJHOpa30Bble OCKOPOWUTENbHBIE COOOLICHMS JIydllle
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha HayaJlbHOW CTa M,

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COIIMAIIBHBIX CETSIX
€CTh BO3MOYKHOCTh OJIOKMPOBKH OTIIPABKHM COOOIIEHHI C OTIpe/IeIeHHBIX aJpecOB;

8. Ecnu ThI cBuzeTens kubepOymvHra. TBou NecTBUA: BBICTYNHMTH NMPOTUB IpecieoBaTes,
II0Ka3aTb €My, YTO €ro JEWCTBUs OLIEHMBAIOTCS HEraTHBHO, MOAJEPXKaTh KEPTBY, KOTOPOM HYXHa
MICUXOJIOTHYECKasi TOMOII[b, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEJICHUS B CETH.

MoOuabHbIi Tes1eoH

CoBpeMeHHbIE cMapT(HOHBI U IUIAHIIETHI COJAepKaT B ce0e BIIOJIHE B3pOCIHbIA (YHKIMOHAN, U
TENEepb OHU MOTYT KOHKYPHPOBAaTh CO CTAlIMOHAPHBIMU KOMIIbIOTEpaMu. OIHAKO, CPEACTB 3alUThI IS
M0I00HBIX YCTPOMCTB MOKa OYeHb Masio. TecTHpoBaHHE M MOUCK YSI3BUMOCTEH B HUX NMPOUCXOAUT HE
TaK MHTEHCUBHO, Kak Juisi [1K, To ke camoe kacaeTcst 1 MOOMIIBHBIX MPHIIOKEHHH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yXkKe MPaKTUYeCKH JTOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue GpyHKIHOHAA BIeYeT 32 COO0M OO0JIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIIUIIIEHHOCTb.



Jlaneko He BCEe NPOM3BOJUTEIM BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIS1 CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI /1151 6€3011acHOCTH MOOMITBHOTO TenedoHa:

Hudero He sBnsieTcs mno-HacTosimeMy OecrulaTHBIM. bBynab OCTOpokeH, Benp Korjga Ttebe
MpeUIaratoT OEeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH;

Hymaii, mpexxae yeM oTnpaButb SMS, ¢poTo mnm Buzmeo. Tl TOUHO 3HaeWb, TAe OHU OYyAyT B
KOHEYHOM uTOre?

Heo06x01mM0 0OHOBIIATE ONEPAITMOHHYIO CHCTEMY TBOETO CMapTQOHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JJTs1 MOOMIIBHBIX TeNIC(OHOB;

He 3arpyxaii mnpuiokeHHs OT HEU3BECTHOTO MCTOYHMKA, BEJb OHU MOTYT COJIEP)KaTh
BpPEJOHOCHOE IPOTPAMMHOE 00€CIIEUEHUE;

[Tocne Toro kak Thl BBIHJEIIb C CaiiTa, I€ BBOJIWI JUYHYI0 MHQOpPMAIUIO, 3aiii1 B HACTPOIKU
Opay3epa u ynanu cookies;

[leproauuecku npoBepsil, Kakue IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEpE;

JlaBail cBoii HOMep MOOWJIBHOTO TesedoHa TOJBKO JIIOJASM, KOTOPHIX Thbl 3HACIIb U KOMY
JOBEpSEIIb;

Bluetooth momkeH ObITH BBIKIIOYEH, KOTJa Thl UM HE MOJb3yelibcs. He 3a0biBait wHOTIA
MIPOBEPSATH ATO.

Online urpsi

CoBpeMeHHbIE OHJIAIH-UTPBI - 3TO KpacOUHbIe, 3aXBaThIBAIOIINE Pa3BIeUeHUs, 00bEIUHSIONINE
COTHH THICSY YEJIOBEK 10 BceMy MUpPY. Irpoku ucciaenyroT JaHHBIH UM MUP, OOIIAOTCS APYT € IPYTOM,
BBITIOJIHSAIOT 3aJaHUsl, CPAKaIOTCSI ¢ MOHCTPAaMHU M TOJIyYalOT OIBIT. 332 yJOBOJIbCTBHE OHHU IUIATAT:
MOKYIAOT JUCK, OIJIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KaKHe-TO OMIIUH.

Bce a1 cpenctBa uayT Ha MOAJEpKAHWE U PA3BUTHE UIPHI, a TaKKe Ha caMy O€30MaCHOCTH:
COBEpPILEHCTBYIOTCS CHUCTEMbI aBTOPU3ALMH, BBINYCKAIOTCA HOBBIE MAaT4yM (LU(POBBIC 3aIIaTKH Ui
IIPOrpamMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nonoGHBIX Urpax CTOUT onacaTbCs HE CTOJBKO CBOMX CONEPHHUKOB, CKOJBKO Kpa)XH TBOErO
napoJisg, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPH3alUU OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecin npyroit urpok Bener ceds II0X0 WIM co37aeT TeOe HEeNPUITHOCTHU, 3a0J0KUpYH ero B
CIIMCKE UT'POKOB;

2. Tloxamyiics aIMUHHCTpaTOpaM HIPhl Ha IIOXOE€ IIOBEJEHHE ITOI0 UIPOKA, XKEJIATEeIbHO
IIPUIIOKUTH KaKHEe-TO JOKa3aTesIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii nuHyt0 HHPOpMaILUO B Ipodaiisie urpel;

4. YBaxail Apyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeouIuaNIbHbIE TATYU U MOJIBI;

6. Mcnionb3yil cioxHble U pa3HbIe ApOJIH;

7. JJaxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIOYaTh aHTUBHUpPYC. [Toka Thl Urpaemb, TBOH KOMIbIOTEP
MOTYT 3apa3UTh.

@OUIIMHT M KPA’Ka JIMYHBIX JAHHBIX

OObIUHOM Kpakel JeHer U JIOKYMEHTOB CEroJiHS Y)K€ HUKOIO He YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0YMBIIUICHHUKH MEPEMECTHIIMCH B MHTEPHET, M MPOJOJIKAIOT 3aHUMATHCS
"IIIOOUMBIM" IEJIOM.

Tak nmosiBuIack HOBast yrpo3a: UHTEPHET-MOILIEHHUYECTBA UM (PUILHHT, IJIaBHAs LEJIb KOTOPOTO
COCTOUT B MOJIydEHHH KOH(PHJCHIMAIbHBIX JAaHHBIX MOJb30BaTeNed - JIOTMHOB M maposieil. Ha
aHrMickoM s3bike phishing untaercs kak ¢ummHr (ot fishing - peiOHas noBis, password - mapoJib).

OcHOBHBIE COBETHI IO OOPHOE € (PUIINHTOM:

1. Crnenu 3a cBOMM akkayHTOM. Eciu ThlI mojo3peBaellib, 4YT0 TBOSI aHKeTa Oblia B3JIOMaHa, TO
HE00X01MMO 3a0JIOKUPOBATh €€ M COOOLIUTH aMUHUCTPATOPaM pecypca 00 TOM Kak MOXKHO CKOpPEE;

2. Ucnonb3yit Oe3onacHble BeO-CallThl, B TOM YHCJIe, MHTEPHET-Mara3uHoB U TIOUCKOBBIX CUCTEM;

3. Hcnonp3yil clio)kHble W pasHble mNapoid. Takum oOpa3oM, eciu TeOs B3JIOMAlOT, TO
37I0YMBIIIJICHHUKH MOJYYaT JOCTYH TOJBKO K OJTHOMY TBOEMY MPO(DUIIIO B CETH, @ HE KO BCEM;



4. Ecnu TeOsi B3JIOMaid, TO HEOOXOJUMO TPENYNpPEeIuTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
no0aBieHBl y T€OS B JIPY3bSX, O TOM, 4TO TeOs B3JIOMAIH MU, BOBMOXHO, OT TBOETO MMEHHU Oyner
pacchlIaThCs CIlaM M CCHUIKH Ha (PUIIUHTOBBIE CAUTHI;

5. YcranoBu HazaexHbIH naposb (PIN) Ha MoOWIBHBIH TenedoH;

6. OTKITIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeiBaii paiiinbl U APYyrue BIOKEHUS B TUCbMaX, TaKe €CIIM OHH MPUIILIIH OT TBOUX JIPY3€il.
Jlydiie yTo4HM y HUX, OTIPABIISUTH JIX OHU Te0e 3TH (ailiibl.

Hudposas penyranus

udposass pemyranust - 3TO HEraTHMBHAas WM TO3UTHUBHAS WHPOpPMAmUs B CETH O Tebe.
Kommnpomerupytomas uHpopManus, pa3MelleHHass B HUHTEPHETE, MOXET CEepbEe3HbIM 00pazoM
OTpasuTbcs Ha TBOeW peanbHOW >xm3HU. "Llmdposas pemyramus" - 3TO TBOW HMMHUIDK, KOTOPBIH
¢dbopmupyetcs u3 nHdopmanuu o Tede B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, yueObl, TBO€ (DMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTH Xapakrepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSTCS K MNyOJIMKaluu JHMYHOM HHpOpManuu B
WNuTepHere, He OHKMMAas BO3MOXKHBIX MOcCienCTBUN. Thl Jake HE CMOXKEUIb JIOraJaThCsi O TOM, UTO
¢doTorpadusi, pasmelieHHas S JeT Ha3all, cTajla IPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KomMmenTapuu, pasMenienue TBoux Gororpaduii u 1pyrue AeUCTBUS MOTYT HE UCUE3HYTh Jlaxe
MOCJIe TOTrO, KaK Thl UX yJalullb. Thl HE 3HaElIb, KTO COXpAaHWJI 3Ty HH(POpPMAIHIO, M0NaNa JIM OHA B
MTOMCKOBBIE CUCTEMbI U COXPAHMUJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKPY)KaIoIue JIIO/IHU,
KOTOPBIC HAMAYT U YBUIAT 3T0. HaiiT mH(pOpMAIIHIO MHOTO JIET CITYCTSI CMOYET JIF000H - KaK U3 T0OPhIX
MOoOYXKJIEHUH, TaK U ¢ HAMEPEHUEM IPUUUHUTH Bped. DTO MOKET ObITh KTO YrOJIHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON peryTalun:

1. ITogymaii, mpeskie 4eM 4To-TO MyOIMKOBATh U TIEpeiaBaTh y ceOs B 010Te WK B COIMAIBHON
CeTH;

2. B Hactpoiikax mpoduiis ycTaHOBH OTPaHMUYEHHUS Ha TPOCMOTP TBOETO MPOHUIST W €ro
COAEP)KUMOTO, CIIeTal €ro TOJbKO "Iyist apy3en';

3. He pa3memaii u He ykasbiBail WH(MOPMAIMIO, KOTOPask MOXKET KOTO-THOO OCKOPOJIATHh HIIH
00OMXarth.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE NIKOJIBHUKH - aKTUBHBIE MOJIb30BaTENN IIU(PPOBOTo mpocTpancTsa. OIHAKO JTaIeKo
HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTHMHU BO3MOXHOCTAMHU LU(PpOBOro mupa Tpedyer coOtoaeHus
[IpaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun  "uHTEUIEKTyanbHass COOCTBEHHOCTB" OTHOCUTCS K  Pa3IMYHBIM  TBOPCHHSIM
YeJI0BEYECKOro yma, HayMHas ¢ HOBBIX M300pPETeHUH M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha
MPOIYKTHl M YCIYrd, W 3aKaH4MBas KHUTamu, (oTorpadusmMu, KUHOQUIBMAMH U MY3bIKAIbHBIMU
MIPOU3BEACHUSMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTh Ha IIPOU3BENICHUS HAYKH,
JUTEpaTypbl M MCKycCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOTO, YTO
MHTEJUIEKTYaJbHBIN/TBOPUECKUI Tpyd aBTOpa He OyIeT HampacHbIM, JacT €My CHpaBeIuBbIC
BO3MOXHOCTH 3apab0TaTh Ha pe3ylbTaTaX CBOEro TPYAa, MOIYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 paspeleHHsl aBTopa HE MOXKET BOCIPOU3BOAUTE €ro MPOM3BEEHHE, PACIIPOCTPAHATh, TyOJIUYHO
JI€MOHCTPUPOBATh, MpoJaBaTh, HMIOPTHUPOBaTh, IyCKaTb B TPOKaT, MyOJIMYHO HCIOJHATH,
MOKa3bIBaTh/UCIOIHATE B 3(pupe nim pa3meniars B IHTepHeTe.

Hcnonp3oBaHue "mupaTckoro” NporpaMMHOTo 00ecriedeHusl MOXKET MPUBECTH K MHOTHUM PUCKaM:
OT MOTepU JAHHBIX K TBOMM aKKayHTaM JO0 OJIOKMPOBKM TBOETO YCTPOMCTBA, I/Ieé YCTAHOBJIEHA
HeslerajpHas mporpamMma. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIerajbHbIE M OECIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXHO HAalTH B CETH.

O noprane

CeteBuuoK.p¢ - TBOH INIaBHBIA COBETYMK B CETU. 371€Ch Thl MOXKeEIb y3HaTh 0 0€30MacHOCTU B
CEeTU MOHATHBIM U JOCTYIHBIM S3bIKOM, @ IPYU BO3HUKHOBEHUH KPUTUUECKOHN CUTYyalluu 0OpaTUTHCS 3a
COBETOM. A TakXe MPHUHSITh y4acTHE B KOHKypCcaxX M CTaTh CAMbIM LIU(PPOBBIM I'PasKIaHUHOM !






